VERVE ASSET INVENTORY

The deepest and broadest visibility available for OT/ICS endpoints

SUMMARY

You can't secure what you can't see...
and you can't make informed security
decisions without context.

Asset inventory is the foundation of OT/
ICS cyber security, but not all
inventories are created equal. Some
only capture what is "on the wire" by
analyzing packets communicating
through network devices.

Unfortunately, this approach leaves you

THE VERVE DIFFERENCE

DEEPER

Verve's agent-agentless
approach gathers over
1,000 pieces of information
on critical assets including
many items unavailable
through packet inspection

Verve’s agentless service gets
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down into the depths of an 0T/
ICS network - into the
backplanes and through to
serially-connected devices

with a cursory understanding of what
is out there and how it is configured.

A deep and broad asset inventory
contains hundreds of data points about
each endpoint on the network. It
enables complex risk analysis based on
the status of vulnerabilities, patches,
users, accounts, configurations, etc. -
not just what is visible from packed
analysis.

Verve's unigue approach enahles the
richest asset inventory possible for
OT/ICS environments by providing
context.

FASTER & LESS
EXPENSIVE

BROADER

Without the need for spans or
taps, and no custom-scripting,
Verve's solution deploys in
minutes without the cost of extra
hardware or deployment labor



FEATURES BENEFITS

Verve's Depth of Asset Information vs. Packet Inspection Tools

Passive Asset Directary

* [P Address

+ MAC Address

+ Cammunication Port & Services
+ Pratocal

+ Manufacturer

+ Model

Basic

Passive Inferred if Available

* Missing Patches based on 0S Version
* Running Software

*Vulnerabilities

* Firmware

All of the Above Plus

+ All Installed Software (with date/usage]
+ Patch Status, relevance, and vulnerabilities
* User Accounts

* Password Age

* Domain Policies & Groups

* Configuration Compliance & Monitaring
- Netwark Shares

- User-entered Data [e.g.asset criticality]
+ Back-up Status

- AntiVirus & Whitelisting Status

« Resource & Availability Monitaring

* Contextual Logs

- 300+ Maore Characteristics
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DISCOVER IDENTIFY PROFILE

o e by o i i b iy B
Lrmeeored Az et Gt Wepmbe Cowd Meszon Cord
R S b e i B P L b
[ A ——
A Do ] B T
i1 -

T
Wy ey bt TV ke e e s e
=
= =
2
-
=
i
*
S Wik Bl

www.Vervelndustrial.com info[@verveindustrial.com




	Blank Page



